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FCC LEVELS ANOTHER BLOW 


by Tom Clark, W3IWI 


Today (4/19/91) I received another letter from the Norfolk FCC 
Office Engineer-in-Charge, Mr. J.J. Freeman (W4J<J) dated 4/17 
concerning last January's (pre-Desert Storm ) incident when an 
@USA bulletin allegedly originated by WASQNS told people to 
respond to a Stop-the-War message by phoning a 1-900 area code 
number to “Register your Vote”. 

Last January, 10 BBS’s in PA, MD and VA were cited for 
automatically relaying the message. The notices sent to two of 
the BBS’s (NSLA at the start of the chain and KJ4LQ at the far 
end), plus WASQNS, were issued Notices of Apparent Liability 
(read that to mean they were fined ) $300; the other eight BBS’s 
(including WSIWI) were slapped on the wrist and told to 
respond with information on the steps we had taken to prevent 
a re-occurrence. The FCC cited Rule 97.113(a) which prevents 
transmitting business communications on the basis that a 1- 
900 area code telephone was prima facie evidence of a commer- 
- cial activity. 

I have no factual knowledge of WASQNS’s response. Most of 
the ten BBS’s, with assistance from the ARRL, prepared sim- 
ilarly worded responses which were similar to this, extracted 
from the 9-page response which I submitted: 


BEGIN QUOTE 


Of particular importance in this issue is the concept of respon- 
sibility for message content when amateurs engage in automa- 
tic, unattended operations. This matter has been discussed in 
informal discussions with Commission officials for some six 
years and culminated in PR Docket 85-105 and the subsequent 
Memorandum Opinion and Order, which effected Section 
97.80(b) [now replaced by 97.109(e)], adopted on October 6, 
1986 and released on October 16, 1986. This document (at 
paragraph 8) recognizes and accepts that amateur stations may 
operate unattended automatic packet radio systems at frequen- 
cies above 30 MHz utilizing the AX.25 protocols: 

“Only after-the-fact screening is possible since the control 
operator can only indirectly supervise the station transmissi- 
ons....While screening of messages at the entry point serves to 
prevent the introduction of improper messages into an ARRL 
AX.25 packet protocol network by amateur stations, it remains 
for monitoring by other amateur operators to detect the intro- 
duction of messages from non-amateur stations... .the nature 
of the ARRL AX.25 packet protocol is such that control opera- 
tors of intermediate retransmitting stations are unable to fully 
screen retransmitted messages.” 

This places the onus of screening on the originating station 
rather than my station. Nevertheless, I wish to support the self- 
policing referred to in the quoted paragrapnh. In fact the amateur 
radio community responded to the possible infraction by 
WASQNS with numerous warnings. Individuals in the packet 
radio network DO monitor each other and DO inform other 
members of the network of possible violations. 

continued on page 3 


by Ed Lowe, KJ4LQ 


The Notification 


What follows is an edited copy of the letter I received informing 
me I was in violation of FCC rules. Some key FACTS to remember 
as you read on: 


1) This notification resulted from a complaint, NOT from FCC 
monitoring of on-the-air transmissions. 

2) The KIC did not SPECIFICALLY ask in this letter how I 
intended to keep this violation from reoccurring, but rather, to 
paraphrase; he “trusts” me to correct the situation. 


Federal Communications Commission 
Field Operations Bureau 

Norfolk Office 

1200 Communications Circle 
Virginia Beach, Virginia 23455-3725 


January 29, 1991 


*CORRECTED COPY 
CERTIFIED MAIL — RETURN RECEIPT REQUESTED 


Mr. Edward N. Lowe 
449 Wittington Drive 
Chesapeake, VA 23320 Re: 3153208-91-058 


Dear Mr. Lowe: 

You are apparently liable for a forfeiture of $300.00 due to 
your willful violation of Section 97.113(a) of the Commission’s 
Rules. You willfully used the Amateur Radio Service to facilitate 
the business activity of The Coalition to Stop U. 8S. Intervention 
in the Middle East. The term “willful” in this context does not 
imply that you intended to violate the rule but merely that the 
situation that lead to the violation was not created accidentally. 

Specifically, on or about January 6, 1991, you received a 
packet radio message originated by amateur radio station 
WASQNS. You then posted this packet radio message on your 
packet bulletin board, and it was received by another amateur 
radio station. The message was: 


“Date: 06 Jan 91 03:21 

Message-ID: 21035@NSLA 

From: WASQNS@NSLA 

To: ALL@USA 

Subject: Call This Number, ASAP 

Path: N4HOG!WBOTAX!WA4ONG!WSIWI!WASZNW! 
KAST!IKASCNT!WASTSW... 


Date: 05 Jan 91 28:28:08 EST (Sat) 
From: wadqnserdla.pa.usa.na (Joe) 
Message-ID: 21035N3LA 

To: all@allbbs 

Subject: Call This Number, ASAP 


[MESSAGE TEXT OMITTED] 


continued on page 3 
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PRESIDENT’S COLUMN 


I’m again pleased with the turnout for the 
final NODECLASS last month. A few less than 
the first class but these were dedicated node 
sysops mostly. We should all see improve- 
ments in the operation of the network(s). My 
personnel thanks to WBIDSW, NRIN and 
WA1WOK for all the work. 

The recent 900 number controversy and the 
FCC fines could make a serious impact on the 
BBS system as we have come to know it. The 
issue is far from solved. The new feature which 
Hank put into his BBS code (version 12.02) 
such that all locally originated bulletins can 
be automatically put on hold is one method to 
assure only appropriate messages are for- 
warded. Unfortunately, the originator can no 
longer read the message he just entered to 
check for errors. Just when I got most of the 
users on WAI1PHY trained to do so! I have 
asked Hank if he could modify the code so the 
originator can still read (his) held bulletin. 
The feature makes a little more work for the 
sysop(s) to read and release the locally gener- 
ated bulletins but it should catch most of the 
improper ones—IF THE SYSOP ACTIVATES 
THE FEATURE. I cannot see, however, how the 
BBS system can continue to develop and ex- 
pand if each and every sysop and NODE oper- 
ator is held responsible for the proper content 
of all the messages that pass through his 
station. In this particular action, the FCC 
apparently levied fines on several BBS sysops 
AND the originator of the bulletin. Most (per- 
haps all) of the BBS sysops acknowledge that 
their station forwarded the bulletin but the 
ORIGINATOR apparently claims he did not 
enter the bulletin! Ironically, he may not have 
to pay the fine since it would be very difficult 
to prove he actually did the originating but the 
forwarding sysops are on record in the header 
of the bulletin! 

This month Doug, N1ATQ, will talk from 
first hand on-the-scenes experience about 
packet radio in Saudia Arabia during the 
recent unpleasantness. As you read this, he is 
pulling together charts, diagrams and photo- 
graphs. Come and touch a piece of SCUD! 

See you all at the upcoming meeting I hope. 


73 DoC W1EO 


SECRETARY’S REPORT 


Meeting of February 14, 1991 

The meeting was called to order at 2000 hrs by 
Doc, W1EO. The secretary's report was printed. 
in the NEPRA PacketEar. The report was 
accepted as printed. There was no treasurer at 
this month’s meeting, and therefore, no treas- 
urer’s report 

Dave, W1TMO asked for article submissions 
for the PacketEar including photographs 
which can be included as a part of articles or 
by themselves. Feature articles, short fillers, 
generally anything pertaining to packet oper- 
ations may be appropriate for the newsletter. 
He is particularly looking for an article on 
MARS use of packet. 

Doc, W1EO, mentioned that our elected sec- 
retary has a job that conflicts with our meet- 
ing time and will be unable to attend for the 
foreseeable future. After some discussion, and 
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a motion from the floor Dave, KC1PR, was 
elected as the new secretary. 

Tom, W1VGZ, said job conflicts had pre- 
vented progress on the circuit board layout for 
a& power-up sequencer as used at WAI1PHY. 
However, his efforts on signs to guide 
members and guests to meetings were in place 
for all to see. 

Doc, W1E0O brought up the subject of a digital 
band plan. While NEPRA policy is not to be a 
frequency coordinator, it is appropriate that 
general knowledge of what frequencies are in 
use for what purpose be disseminated to the 
packet community both as a guide to what is 
in use, and to help prevent arguments over 
spectrum usage. Discussion included sugges- 
tions to bring YCCC (packet clusters), and 
NEDA (network backbones) into the project 
as partners. Bruce, KC1US volunteered to 
monitor the 2 meter frequencies and report on 
usage: stations, nodes, bbs, modes, etc. 

A report will be submitted at the April 
meeting. The meeting adjourned at 2045. 

Respectfully submitted, 

KC1PR Secretary 


SECRETARY’S REPORT 


Meeting of March 14, 1991 

NodeClass IT has been postponed until April. 
That meeting will take place on the second 
Wednesday, 10 April 91. This one-time-only 
change is to accommodate the schedule of the 
NodeClass instructor. 

Herb, WB1DSW asked for $100 to pay for 
copying costs for the NodeClass manuals. He 
explained that the last copies were not well 
done, and were accomplished by a corporate 
donation. In order to make more professional 
copies, he felt a commercial copy shop should 
be employed. The request was posed as a 
motion, seconded, and passed. 

Feedback from NodeClass I suggested that 
the recommended settings for Net/Rom and 
G8BPQ@ nodes are working well at KC1RCI.RI 
and other nodes. 

The May meeting will have as a guest, 
N1ATQ. He will discuss the use of packet 
communications in Saudi Arabia during the 
recent altercation with Iraq. 

Speaking as Treasurer of NEPRA, WB1DSW 
said that he had received a notice from himself 
(as NEDA treasurer) that NEPRA member- 
ship in NEDA had expired. Herb explained 
that club membership is $100 per year. The 
members present moved, seconded and passed 
the authorization for this expenditure. 

Continuing, Herb described the history of a 
multi-tne interconnect board—the “octopus,” 
and announced availability of its successor- 
the “hex-a-pus.” Available as an assembled and 
tested board for about $25.00, it connects up to 
six tne’s for large nodes or bbs’s. Bare boards 
will be available later—price to be announced. 

Further discussion centered around making 
the NEDA newsletter available to more of the 
membership of NEPRA. The club copy will be 
sent to Dave, W1TMO, who will be able to 
excerpt portions for the PacketHar. 

Additional discussion centered around mak- 
ing the PacketEar available to visually im- 
paired members. Part of the problem is the 
data entry process, the other is different dis- 
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kette and machine requirements. Members 
present felt the entry problem would be sim- 
ple, as articles for the newsletter are sent to 
W1TMO in machine readable form. The dis- 
kette copy and conversion process will be 
handled by members who volunteered to han- 
dle the chore. 


73, Dave 


10th COMPUTER 
NETWORKING 


CONFERENCE 


Call for Papers 


The deadline for receipt of camera-ready pa- 
pers for the 10th ARRL Amateur Radio Com- 
puter Networking Conference is August 12, 
1991. Those wishing to submit a paper(s) for 
this year’s Networking Conference should 
contact Lori Weinberg at ARRL, 225 Main 
Street, Newington, CT 06111; tel 203-666- 
1541, fax 203-665-7531, for paper guidelines 
and/or an author’s package. 

Topics will include, but not be limited to, HF 
packet investigations, network development, 
digital signal processing, digital speech, hard- 
ware, software, protocols, packet services, 
packet satellites and future systems. 

The 10th ARRL Amateur Radio Computer 
Networking Conference hosted by the North- 
ern California Packet Association, will be held 
September 27-29 in the San Francisco, Califor- 
nia area. 


NEPRA Officers and Staff 


Presidentita. ve texscpers exehecs Doc Willard, W1EO 
Vice Presidenti. eee Mort Cohan, KA1ITU 
TechnicalavViPernr strat Eric Cottrell, WB1HBU 
Secretaryaue cvs se ere Dave Bush, KC1PR 
TREASURER, : 6 se. /e%eea 5 ene e Herb Sallis, WB1DSW 
Member-at-Large..... Dave Crocker, W1TMO 
PacketEar Staff 
EGItOL Rec saree hee oct Eric Cottrell, WB1HBU 
BLOM o A peak cle or Dave Crocker, W1TMO 
Mailing hareeeeer Larry LeBlanc, WAl1MWF 


Please send editorial contributions to: 
W1TMO @ K1UGM 
or to NEPRA PacketHar 
c/o David C. Crocker, W1TMO 
80 Spring Road, Needham, MA 02194 


Tel: 617-444-7020 — Fax: 617-444-8316 


DEADLINE for the PacketEar is the Saturday 
of the second weekend before the scheduled 
NEPRA meeting. 


The Weekly Packet Net meets on Friday @ 8:00 
pm on the 146.625 (-600) Haverhill machine. 
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Tom Clark 


continued from page 1 


It is therefore my assertion that my amateur station, 
WSIWI, was (and continues to be) in full compliance with 
the Commission’s Rules and that no infraction occurred. 
ND QUOTE 


I further stated that, pending further guidance in this matter, 
I was suspending the forwarding of @USA (etc.) bulletins. I 
pointed out that the total elapsed time from receipt of the 
message to the automatic re-transmission to the next cited 
station was less than one hour. I also requested a timely 
response on the disposition of this matter. 

From that date in February until yesterday no one heard a 
word from the FCC. Last night I was informed that there was a 
rumor spreading that KJ4LQ@ had been directed by the FCC to 
cease automatic BBS operations. A brief exchange of E-mail with 
WBOTAX (who was also cited) confirmed the rumor and 
indicated that he had finally received a response from the FCC. 
My copy arrived today. 

So after ten weeks have passed, the FCC drops the other shoe. 
My letter has two paragraphs. The first begins “We have 
received...” and proceeds to repeat the dates of correspondence 
for reference. 

The balance of the letter states: 


__BEGIN QUOTE 
We have carefully reviewed your letter and, inasmuch as you 
have stated you have taken corrective action to prevent a repeat 
of the violation, no further action will be taken at this time. 
Sincerely 

J.J. Freeman 


___ END QUOTE 


So what is wrong here? My response to the original citation 
clearly stated that it was my assertion that no violation of the 
Rules had occurred. Self-policing by the amateur community 
had dealt with the issue. 

Today’s letter from the FCC seems to me to say that the 
premises espoused by the FCC in the NPRM 85-105 Report and 
Order 


“Only after-the-fact screening is possible since the control 
operator can only indirectly supervise the station 
transmissions... .” 


are no longer valid. The owner of an automatic system is to be 
held fully responsible, in real-time, for the screening of all 
material for possible violations. 


REDUCTIO AD ABSURDUM: all members of any network made 
up of automatic systems are to be held responsible for the internal 
message content of all messages passing through the network! 

Ergo, an automatic network is illegal. Someone must monitor 
the content of everything that passes through each station. By 
implication, this must be true whether the system is packet or 
voice. 

Assuming that the previous interpretation of the FCC’s logic 
is half-way correct, here are some other interesting issues that 
must follow: 


1. Nowhere in the FCC’s communications to the stations cited 
was there a distinction drawn between the content of bulletins 
and personal messages (i.e. those addressed from K9DOG to 
NOVA). The ONLY corrective action mentioned in my response 
was the fact that I was screening individual bulletins addressed 
to @USA; and yet this seemed to be adequate. The inference is 
that Bulletins must be screened. But do personal messages also 
need to be subjected to the same standards? 


2. Ifall bulletins need to be screened to make certain that they 


do not, in any way, facilitate business activities, then many 
other activities must be called to question; in each of these cases, 
I presuppose that the amateurs have no direct involvement in 
a venture which is nonetheless commercial: 

—Is it legal to post a bulletin announcing a local hamfest? 

—Is it legal to send a bulletin with information about a 
commercial product (like “KenSuCom’s new 5-band HT is really 
great! I love it!”) 

—Is it legal to announce on a local repeater that the Saturday 
noon club luncheon is at Joe’s Pizza Palace? 

—Is it legal for an ARRL or AMSAT volunteer to answer a 
question from another amateur about what ARRL/AMSAT 
publication contains needed info? (I personally get a lot of 
AMSAT-related questions. ) 

—dJust what is the line on volunteer service for a local public 
event? (For many years, Alaskan amateurs handled much ofthe 
coordination for the Iditarod Dog Sled Race — this year the FCC 
imposed severe limits on what could be done) 


5. What about material in foreign languages? Is the owner of 
an automatic system responsible for the internal content of 
them also? Does this apply only to bulletins, or does it apply to 
personal messages also? As one of the major international 
packet mail gateways it is not unusual for me to receive a 
personal message from Europe in a language I cannot under- 
stand. How about the case of a message from a station in France, 
written in French, and addressed to a French-speaking amateur 
in Tahiti or Quebec — must I be responsible for the literal 
translation of each message, even including subtle nuances they 
didn’t teach me in French 101° 

Based on the FCC’s recent “signal”, some USA stations are 
showing xenophobia and are rejecting all foreign language 
material. So much for international cooperation! 


CLOSING COMMENTS 

Given the FCC’s recent actions and their not-too-subtle implica- 
tions, I find that I am rapidly losing faith and patience. The basis 
for amateur radio embodied in the Rules 97.1 include “Encour- 
agement and improvement of the amateur service through rules 
which provide for advancing skills in both the communication 
and technical phases of the art”. They also call for fostering 
international good-will. And we like to think we do these things 
because they are fun. Since I have unwittingly become embroiled 
in this FCC “mess”, I can assure you 


I AM NOT HAVING FUN! 


Ed Lowe continued from page 1 


This activity was a facilitation of the business affairs of the 
Coalition to Stop U.S. Intervention in the Middle East and 
therefore in violation of Section 97.113(a). 

Pursuant to Section 503(b) of the Communications Act of 
1934, as amended, you are granted 50 days from the date of this 
Notice to pay the forfeiture or give reasons why it should be 
reduced or not imposed. We will at that time consider all the 
facts before us in making our determination. Your payment and 
all correspondence with us should be sent to the address in the 
letterhead and identified with the number given. Payment 
should be made by check or similiar instrument made payable 
to the Federal Communications Commission. We trust that you 
will correct the situation which led to this violation and that it 
will not recur. 

Sincerely yours, 
J.J. Freeman 
Engineer in Charge 


continued next page 
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My reply to the violation: 


Edward N. Lowe, KJ4LQ 
449 Wittington Drive 
Chesapeake, Virginia 23520-7522 


February 19, 1991 
CERTIFIED MAIL — RETURN RECEIPT REQUESTED 


FEDERAL COMMUNICATIONS COMMISSION 
J.J. Freeman, Engineer in Charge 

Field Operations Bureau 

Norfolk Office 

1200 Communications Circle 

Virginia Beach, Virginia 23455-3725 


RE: 31532082-91-058 
Dear Mr. Freeman: 


Persuant to Section 503(b) of the Communications Act of 1934, 
as amended, I hereby present reasons why a forfeiture of 
$300.00 for apparent liability for “willful violation of Section 
97.113(a) of the Commission’s Rules” should NOT be imposed. 

I must first take strong exception to the verbiage used in 
paragraph two of your certified letter, dated January 29, 1991. 
The following text quoted from that paragraph suggests that I 
personally performed some manual activity to create the al- 
ledged violation: 

“..you received a packet radio message originated by ama- 
teur radio station WASQNS. You then posted this packet radio 
message on your bulletin board, and it was received by another 
amateur radio station.” 

My station was operating under AUTOMATIC CONTROL dur- 
ing this time, and I did not intervene in any way, whatsoever, 
with the electronic and automatic flow of this message until I 
was alerted of its content, at which time I removed it from my 
system. I may be dealing in semantics, but for the record, I must 
include my objection to the wording of your letter here. 

Part 97 of Chapter 1 of Title 47 of the Federal Regulations, as 
amended September 1, 1989, affords my amateur station the 
legal means to transmit messages such as the one noted in your 
notice of violation as follows: 

Section 97.109(e) authorizes my station to operate under 
automatic control, and retransmit messages originated by 
another station under local or remote control, using the AX.25 
protocol. Section 97.3(a)(6) defines automatic control as “The 
use of devices and procedures for control of a station when it is 
transmitting so that compliance with the FCC Rules is achieved 
without the control operator being present at a control point. 

Section 97.111(a)(1) authorizes my station to make &-way 
transmissions necessary to exchange messages with other 
amateur stations. Futhermore, Section 97.111(b)(6) autho- 
rizes one-way transmissions to disseminate information 
bulletins. 

Section 97.115(a)(1) authorizes my station to transmit third 
party messages to any other amateur station within the 
jurisdiction of the United States. 

Of particular importance in this issue is the concept of 
responsibility for the internal content of messages which are 
transmitted through the automatic, unattended amateur radio 
packet network. In the matter of PR Docket 85-105, which 
effected Section 9'77.80b of the Commission’s Rules (now Section 
97.109(e)),an FCC Memorandum Opinion and Order adopted on 
October 6, 1986 and released on October 16, 1986, at paragraph 
8 recognizes and accepts that for amateur stations transmitting 
ARRL AX.25 packet protocol communications: 

“Only after-the-fact screening is possible since the control 
operator can only indirectly supervise the station transmissi- 
ons...While screening of messages at the entry point serves to 
prevent the introduction of improper messages into the ARRL 


AX.25 packet protocol network by amateur stations, it remains 
for monitoring by other amateur operators to detect the intro- 
duction of messages from non-amateur stations... .the nature 
of the ARRL AX.25 packet protocol is such that the control 
operators of intermediate retransmitting stations are unable to 
fully screen retransmitted messages.” 

This places the onus of screening on the originating station, 
rather than my station. I do support the self-policing policy 
mentioned in the quoted paragraph. I read all messages that 
enter my system as soon as possible, and delete any that appear 
to be outside of the Commission’s Rules. Additionally, I have 
requested all users of my system to be especially alert for 
messages of questionable content, and notify me immediately if 
they occur. I can not, however, guarantee that such messages 
will not be automatically relayed by my station since to do so 
would effectively destroy the usefulness of the packet network; 
an outcome clearly at odds with the intent of 97.109(e) and the 
quoted document. 

The Coalition to Stop U.S. Intervention in the Middle East is 
unknown to me, and I did not solicit a message from them or 
about them. Yes, I did indeed receive such a message entered into 
the packet network several hundred miles from Chesapeake by 
another amateur radio operator, but this is the nature of things 
operating under “automatic control” as defined in Section 
97.3(a)(6) and applied to packet in Section 97.109(e). The 
following electronic entries from the January log of KJ4LQ BBS 
will document the alledged violation: 


JANUARY LOG DATA 
Time Logged UTC 


DD:HH:MM 01/07/91 0115 
00:00:00 01/07/91 0116 
00:00:37 01/07/91 0153 
00:00:37 01/07/91 0153 
00:00:48 01/07/91 0204 
00:00:54 01/07/91 0210 
00:00:59 01/07/91 0215 


Description of Activity 

Connected on port B to N4AHOG 

Revd #761 To:ALL Subj:Call This Number, ASAP 
Connected on port Bto[ ] 

Read #761 

Send #763 To:N3LA Subj:politics vs amateur radio 
Begin reverse forward WBOTAX 

Revd #764 To:ALL Subj:Don’t Call WASQNS 
Number! 

Connected on port Bto[ ] 

Send #767 To:KJ4LQ Subj:POLITICAL 
ADVERISEMENT 

Connected on port A to WBOTAX 

Revd #771 To:ALL Subj:Re; WASQWNNS bulletin 
illegal 

Connected on port Bto[ ] 

Send #776 To:N3LA Subj:PAID POLITICAL 
ANNOUNCEMENTS ; 
Connected on port B to N4HOG 

Revd #865 To:FOOLS Subj:Burn your license 
Revd #866 To:SYSOP Subj:SYSOP ALERT 
02:08:53 01/09/91 1009 Connected on port B to N4HOG 

02:08:56 01/09/91 1012 Revd #938 To:SYSOP Subj:900 NUMBER COST 


It would seem from the log information contained herein, that 
the complainant in this matter is amateur radio operator [  ]. 
Please note that the message at issue was received by my system 
at 01:16 UTC on January 7, 1991, and downloaded by[ ] just 
37 minutes later, at 01:53 UTC. This afforded me little or no time 
to delete the subject message before the alledged violation 
occurred. If the Commission’s opinion as detailed in PR Docket 
85-105 is applied, then NO VIOLATION of Section 97.113(a) 
occurred at amateur station KJ4LQ, and therefore, no forfeiture 
is in order. 

As information, I have also included in the above listed log 
excerpts, additional entries which support the obvious self- 
policing activities of amateur stations on the packet network 
who sent up the red flag upon reading the WA3SQNS 900 number 
message. My system received at least five messages of warning, 
in addition to the three messages dispatchedby[ ],expressing 
his intentions to carry-out actions beyond the amateur com- 
munity’s control. 

In summary, it is my considered opinion that no violation of 
Part 97 of the Commission’s rules occurred at this amateur 


00:01:05 01/07/91 02821 
00:01:14 01/07/91 0230 


00:02:05 01/07/91 0321 
00:02:06 01/07/91 0328 


00:02:26 01/07/91 0342 
00:02:27 01/07/91 0343 


01:09:58 01/08/91 1114 
01:10:04 01/08/91 1180 
01:10:05 01/08/91 11281 
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station. The ambiguities of some of the Commission’s rules have 
become very apparent to me with receipt of your Notice of 
Apparent Liability. How can I be held accountable for the 
content of a message originated by another, when the Rules 
allow me to operate under automatic control? Futhermore, if, 
after your review of the facts, the Federal Communications 
Commission still holds me in violation, and a forfeiture is levied, 
dare I, or any amateur system under automatic control (includ- 
ing voice and digital repeaters ), continue to operate, under fear 
of knowing this action by the Commission has set precedent? If 
the Commission is unflexable in its final determination of my 
case, the evolvement of amateur radio digital technique (includ- 
ing satellite technology) could be irreparably damaged for the 
unforeseeable future... certainly, a situation inconsistent with 
Section 97.1(c) of the Commission’s Rules, which calls for 

“Encouragement and improvement of the amateur service 
through rules which provide for advancing skills in both the 
communication and technical phases of the art.” 

I trust my unblemished record as an amateur radio licensee 
will remain so, and the Amateur Radio Service as a whole can 
move ahead unfettered by regulations which, I might suggest, 
may be falling behind the “state of the art”. 

Respectfully submitted, 
Edward N. Lowe, K-J4LQ 
cc: Dave Sumner (ARRL), K1ZZ 
Kay Cragie, KC3LM 
John Kanode, NAMM 
Hugh Turnbill, W6ABC 
Tom Comstock, N5TC 
Chris Imlay, N3AKD 


The REPLY from the FCC to this letter, which REVOKED 
my priviledge of using AUTOMATIC CONTROL. 


Federal Communications Commission 
Field Operations Bureau 

Norfolk Office 

1200 Communications Circle 
Virginia Beach, Virginia 23455-3725 


April 17, 1991 
Dear Mr. Lowe: 


We have received your letter of February 19, 1991, replying to 
our correspondence of January 29, 1991, advising you of an 
apparent forfeiture liability of $300.00 for willful violation of 
Section 97.113(a) of the Commission’s Rules, 47 C.F.R., Section 
97.113(a). Section 97.1135(a) prohibits an amateur station from 
transmitting business communications. The communications 
in question were transmitted in a message that urged amateur 
operators to call a “900” telephone number to further the 
lobbying activities of the Coalition to Stop United States Inter- 
vention in the Middle East (Coalition). Available information 
indicates that the calls also produced revenue for the Coalition. 

We have carefully reviewed your letter. You state that, when 
the subject message was received, your station was under 
automatic control and that you did not intervene with the 
automatic flow of the message until you were made aware of its 
content. Other licensees were also contacted concerning the 
same violation. Most licensees have assured us that they have 
established procedures so that messages that violate the ama- 
teur service rules will not be retransmitted by their stations 
while they are under automatic control. It is our view that you 
should do likewise. 

You also state that the onus of message screening should only 
be on the originating station, rather than your station. We 
cannot agree. The concept of control of an amateur station and 
responsibility for the station’s transmissions are based on 
Section 310(d) of the Communications Act of 1934, as amended, 


477 U.S.C., Section 310(d). Control is not severable into technical 
control, content control of messages the licensee originates, and 
content control of messages originated by other users. The 
provisions of Section 97.109(e) of the Commission’s Rules, 47 
C.F.R., Section 97.109(e), pertaining to stations using the 
American Radio Relay League, Inc. AX.25 Amateur-Radio Link- 
Layer Protocol, Version 2.0, October 1984 (or compatible), must 
be read in conjunction with Section 97.105(a),4'7 C.F.R., Section 
97.105(a), which states that the control operator must ensure 
the immediate proper operation of the station, regardless of 
whether the station is under local, remote, or automatic control. 
The Commission licenses individual amateur stations, not 
systems of amateur stations. Further, all amateur service rules 
apply to each amateur station even when it is operating in a 
system, not to the system as a whole. Station licensees and 
station control operators, therefore, are both responsible for the 
messages originated as well as those retransmitted by the 
station. 

Automatic control of an amateur station is less reliable than 
local or remote control. It is, therefore, a subordinate privilege 
allowed on the condition that improper transmissions do not 
emanate from the station. Because violative transmissions did 
occur at your station, and because you have not taken any 
corrective action to preclude such violations in the future, you 
are directed to discontinue automatic control of your station. 
You must advise us within ten days of your compliance with this 
directive. Upon receipt of your assurances that you have taken 
measures to preclude prohibited transmissions when your 
station is under automatic control, we will reconsider our 
decision concerning the discontinuance of automatic control. 

We have reviewed your response concerning the apparent 
forfeiture liability of $300.00 for willfully violating Section 
97.113(a) and have concluded that, in this first enforcement 
action involving retransmission of packet signals, the public 
interest and goals of our compliance program will best be served 
by discontinuance of automatic control at your amateur station. 
We are, therefore, not imposing the proposed forfeiture. 
Sincerely, 

J.J. Freeman 
Engineer in Charge 


My response to the FCC on the loss of AUTOMATIC CON- 
TROL privileges. 


Edward N. Lowe (KJ4LQ) 
449 Wittington Drive 
Chesapeake, Virginia 23320-7522 


April 24, 1991 
CERTIFIED MAIL — RETURN RECEIPT REQUESTED 


Federal Communications Commission 
Mr. J.J. Freeman, Engineer in Charge 
Field Operations Bureau, Norfolk Office 
1200 Communications Circle 

Virginia Beach, Virginia 23455-3735 


Re: 5153202-91-058 
Dear Mr. Freeman: 


Iam in receipt of your letter of April 17, 1991. Please forgive me 
for not being privy to the responses of the other amateurs 
associated with this action, or to the procedures they have 
established to prevent a recurrence. I carefully reviewed your 
letter, dated January 29, 1991, and in no instance did you 
request information on how I might prevent recurrence of this 
problem. Perhaps, if you had, I would not be obliged to corre- 
spond again, nor would I be suffering your latest and entirely 
unexpected directive to cease automatic control at KJ4LQ. 
You require advisement of my compliance to this new direc- 
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tive within ten days, and this letter will serve as instrument. I 
would respectfully request the courtesy of a reply within the 
same time frame. 

It is ironic that I am one of the amateurs to become embroiled 
in the “first enforcement action involving retransmission of 
packet signals”. I have used one authors message switching 
software exclusively since I entered packet radio four years ago, 
and from the start, I pushed for code that would ease the sysops 
ability to read whatever appeared on his system. When that did 
not happen, I wrote my own utility software which automati- 
cally sends incoming messages to the printer for easy viewing. 
I have been updating this software for two years, and making 
it available to other sysops using the same system, free of 
charge. 

Digital communications, both terrestrial and satellite, is the 
wave of the future in both amateur and commercial radio. I am 
now convinced that the state-of-the-art in amateur radio has 
been stalled by short-sighted and outdated regulations. A new 


technology has been squelched indefinitely by this action; and 


the ink is barely dry on the rewrite of Part 9'7! 

Many questions have gone unaddressed. On what date must 
the digipeaters begin holding their packets for review? How can 
AMSAT continue to develop store-and-forward technology on 
their fleet of satellites? What has become of PR Docket 85-105, 
and the subsequent Memorandum Opinion and Order (adopted 
by your own Commissioners) which you totally ignored in this 
action? On the analog side, how does a voice repeater operator 
assure the FCC that measures to preclude prohibited transmis- 
sions are in place? 

Nonetheless, Mr. Freeman, you have my assurance that I have 
taken measures to preclude prohibited transmissions when my 
station is under automatic control. I did so immediately upon 


INIEIPIRA\ PacketEar 


New England Packet Radio Association 
P.O. Box 208 
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MEMBERSHIP in NEPRA is open to all amateurs with an 
interest in packet radio. Annual dues are $15. The expiration 
date for current members is given on your mailing label. If the 
date has been circled in red, the expiration date is imminent. The 
address for new memberships or renewals is given above. 


This month’s NEPRA MEETING will be held in the cafeteria of 
the Mitre Corporation off Route 62 in Bedford. See information 
on page 4 for detailed road directions and directions for parking 
at Mitre. New Users Session @ 7:00 pm. General Meeting @ 8:00 
pm. Talk-in is available on 147.12 MHz. 


NEXT MEETING — MAY 9! 


receipt of your original notice of apparent liability, but did not 
list these measures in my reply as, again, I was not requested 
to do so. Those measures are as follows: 

1) Iam holding for review all non-private mail entered on my 
system. 

2) I maintain a “hold all messages TO/FROM/e” list of 
amateur callsigns for persons who have, in the past, released 
questionable messages on the network. 

5) I maintain a list of excluded callsigns which will reject a 
connect attempt to my system from those amateurs I deem 
harmful to my license. 

I trust the preceeding information will show my desire to 
comply with the Commission’s Rules, and that my full privi- 
ledges as an Advanced class amateur licensee will be restored in 
a most timely manner. 

Respectfully submitted, 

Edward N. Lowe 

cc: ARRL EVP Dave Sumner 
ARRL Director Kanode 
ARRL Director Turnbull 
ARRL Director Comstock 
ARRL Vice Director Craigie 
ARRL General Council Imlay 


Part 9 is not yet available (04/25/91 ). Look for it on a PBBS near 
you soon! It will detail the final (hopefully) reply from the FCC 
on this enforcement action. Part 10 will offer any additional 
facts, and closing comments. 

If anyone has additional facts in this matter you would like to 
see aS part of this series, please send them to KJ4LQ @ 
WD4MI1Z.VA. 
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